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HALACHIC AND HASHKAFIC ISSUES IN
CONTEMPORARY SOCIETY

158 - HALACHA AND THE INTERNET

PART 1 - DOWNLOADING MUSIC AND THEFT
OU ISRAEL CENTER - WINTER 2020

A] THE INTERNET - ORIGINS AND IMPACTS

The internet evolved out of academic communications systems

in the 1970s and 1980s. By 1990 it took its modern form and

by 1995 was beginning to influence the lives of many people.

Over the last 15 years, it has completely revolutionized human BrontObyte
life and become an almost indispensable tool for survival in the

modern world. Used by billions of people, the information
passing through the internet daily, not to mention that stored by Zetta byte 1 2021
the big four - Google, Amazon, Microsoft and Facebook - is  '

Geopbyte

1058 Yottabyte

measured in the Exabytes!. 1l Exabyte
With the coming of 5G broadband, the impact of the internet will Petabyte (10" S intermet=1E8/day
increase exponentially, with millions of electronic household 10" Terabyte

Gigabyte 107
devices and machines - fridges, lights, ovens, aircon etc sending " .;?E B85t 1 gy
and receiving data. Already, Siri and Alexa are listening to i
hundred of million of conversations daily, recording and

analyzing them.

B] HALACHIC ISSUES ARISING

New halachic issues arising out of internet use include:

» Whether filters are halachically required in order to avoid halachically prohibited or at least undesirable content.

* Under what circumstances music, videos and other material can be downloaded against the wishes of those who uploaded them.
* Internet confidentiality, access to other people’s data and hacking

* Use of Virtual Private Networks (VPN) to avoid detection and access material which would otherwise be barred.

* Use of cameras linked through the internet to fulfil halachic requirements, eg avoiding yichud, supervising kashrut (milking etc),
giving legal testimony, answering to berachot and tefilla, appointing agents for marriage and divorce.

* The halachic status of acquiring ownership through the internet - kinyanim, chametz on Pesach.

* Transmitting computer viruses to others, whether intentionally or accidental, and liability for damages caused.

* Using other people’s wi-fi networks without permission.

* Performing internet transactions in one’s name which are completed on Shabbat - eg internet sales.

* Benefiting from software updates which happen on Shabbat.

* Listening to life-broadcasting which is happening elsewhere on Shabbat.

C] WHAT IS THEFT - THE BASIC MEKOROT

C1] GENEIVA
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Most people are guilty of stealing in some element of their lives!!

1. 1 Exabyteis over 1,000,000,000,000,000,000 bytes - actually 1.152921504606847 x1018
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The Mishna Berura points out that a person must make an effort to remove all gezel from their property before Yom
Kippur since, of all aveirot that a person may have, gezel speaks out against him first in the Heavenly Court. He also
points out that a person will often justify his own gezel in halachic terms, so he must take advice from a qualified posek.
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‘Do not steal” in the 10 Dibrot is a reference to kidnapping and not to stealing money.
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The source for stealing property is a verse in Kedoshim.
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There are multiple types of theft referred to in the Torah - geneiva, gezeila, oshek (withholding monies due), not paying
workers on time, and more.
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The reason there are so many different prohibitions of stealing from others is to show us how serious the action is.
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Geneiva is stealing secretly - and even stealing a tiny amount which is less than a pruta is prohibited by Torah law. Note
that some mefarshim explain that geneiva is ‘gezeila plus’ - i.e. the prohibition of taking someone else’s money plus the
extra infraction - bein adam leatzmo - of behaving in an underhanded way. Thus the Minchat Chinuch suggests that
stealing less than a pruta by geneiva is prohibited min haTorah not just because of ‘chetzi shiur’, but since the
prohibition of geneiva itself relates to one’s character, and not only the money.

JNP TIADD T2Y TAD MYN DY ANY TN 11910 N1 222 DNN NIMINN NN 1IN HNIT 12 PNY 127 NN PRI HONY 8.
NYMY NP DRI NVN DY TN NN NI IDND NVN DY PY NYY 213020 P TiADD TaY THIAD MYN XD M
0y NOP N22

Chazal stress that geneiva implies a more serious hashkafic corruption, since the thief fears the attention of other people
more than that of God, whereas the robber is oblivious to both!
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The Shulchan Aruch rules that stealing is prohibited even in the smallest amount.
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Taking other people’s property is permitted when one knows that the owner will not mind. Even then, there is a middat
chasidut not to do so.
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The Shulchan Aruch rules that theft is prohibited, whether the property belongs to a Jew or non-Jew, adult or child?.

C2] BORROWING WITHOUT PERMISSION
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There is a debate in the Mishna as to whether borrowing without permission is equivalent to stealing.
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The halacha is that borrowing without permission IS classified halachically as a Torah prohibition of stealing.
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Borrowing without permission is stealing even one does not cause any damage and the owner suffers no monetary loss.
Since there is the potential for causing loss through damage, this is considered theft.
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As with theft, one may borrow something that no-one would normally be bothered about. However, if some people (even
a minority) would be bothered, one may not borrow the item just because most people are not. We are not concerned
about what very unusual people may think, unless one has reason to think that the person who owns the item actually
objects.

2. This will obviously impact on the issue of confiscating property from children for disciplinary reasons.
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C3] KINYAN GENEIVA/GEZEILA
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If a person breaks into another’s home to steal their property, they only become liable in theft once they make a kinyan -
an act of halachic ‘ownership’ - such as lifting it up. Although they do not actually ‘own’ it even after lifting it, once they
have made a kinyan they assume responsibility for the item as an owner would.
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One of the consequences of this need for a kinyan is that the property being stolen must be ‘real’ enough to enable a
kinyan to made on it! This raises the question of how theft applies to ‘virtual’ property such as intellectual property and
digitally formatted images, sounds etc. which only have ‘reality’ within the data environment of the internet.

D] INTELLECTUAL PROPERTY AS THEFT IN HALACHA

* We will see below and in Part 2 that many poskim take the view that stealing intellectual property and ‘virtual’ property is NOT
recognized as halachic theft. There may be other halachic reasons why there is a problem to take it, but for something to constitute
theft there must be some kind of physical kinyan and this is NOT present with intellectual property.

* However, many other poskim that take the view that stealing intellectual property and ‘virtual’ property IS INDEED recognized as
halachic theft - geneiva. There are a number of ways that this could take effect.
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Rav Moshe rules that if a maggid shiur makes a tape of the shiur and sells it with instructions not to copy it, this is
binding. If the purchaser does copy it they are guilty of breaking the prohibition of theft. Furthermore, even if the person
making the tape did not expressly prohibit further copying, such a restriction can be implied into the sale.
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The Mishna deals with the case of someone who deposits an animal for safekeeping with a shomer and the animal is
stolen, rendering the shomer liable for damages to the owner. If the thief is subsequently found, tried and found guilty he
will have to pay double the value the animal - to the shomer. In some way the shomer seems to have acquired the
potential future right to damages in the event of a theft. The Gemara concludes that we view the legal situation as if the
owner had sold the cow to the shomer retroactively in the event it would be stolen and the thief found. But, if so, the
shomer would also own OTHER rights in the animal, such as the shearings and lambs, which they manifestly do not.
How were these excluded? The Gemara concludes that it is halachically possible to sell an item and yet still retain
certain rights in it.

* A person may sell an item and yet hold back certainly rights in it. If the buyer breaches those conditions, they may be guilt of thefts.

3. Thisis the position of R. Zalman Nechemia Goldberg - see below.
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* Artscroll include a caveat in all of their books which reads as follows.

No part of this volume may be reproduced
IN ANY FORM - PHOTOCOPY ELECTRONIC MEDIA OR OTHERWISE
- EVEN FOR PERSONAL, STUDY GROUP OR CLASSROOM USE -
without WRITTEN permission from the copyright holder,
except by a reviewer who wishes to quote brief passages
in connection with a review written for inclusion in magazines or newspapers
NOTICE IS HEREBY GIVEN THAT THE PUBLICATION OF THIS WORK INVOLVED EXTENSIVE RESEARCH AND COSTS, AND THE RIGHTS OF THE
COPYRIGHT HOLDER WILL BE STRICTLY ENFORCED

* One of the difficulties according to Rav Goldberg’s analysis is that I, the user, do not have any contractual relationship with Artscroll,
only with the retail shop from which | bought the book. One would have to argue that any such restriction was implied into the terms of
the onward sale.

* When it comes to accessing content on-line, there is often a requirement to agree in advance to terms of use. Thus, downloading
YouTube videos where this breaches the relevant terms of use will be an breach of contract, but will it be halachic ‘theft’.

¢ The YouTube Terms of Use* include the following clause:

The following restrictions apply to your use of the Service. You are not allowed to:

1. access, reproduce, download, distribute, transmit, broadcast, display, sell, license, alter, modify or otherwise use any part of the
Service or any Content except: (a) as specifically permitted by the Service; (b) with prior written permission from YouTube and, if
applicable, the respective rights holders; or (c) as permitted by applicable law;
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Rav Zalman Nechemia Goldberg outlines various conditions under which a person copying music tapes could be
considered an actual gazlan. If the seller made it a clear condition of the sale that all rights to copy were withheld, then
someone breaching that term WOULD be a gazlan. However, in the absence of clear wording of this nature, the person
downloading/copying would not be an actual gazlan, but they would be going against the wishes of the owner. Someone
copying or receiving a copy, who is not in a direct contractual relationship with the creator of the item, would not be a
gazlan according to this.

D2] HALACHA CAN VEST OWNERSHIP EVEN WHERE THERE IS NO TECHNICAL KINYAN
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A person who digs a pit in a public thorough is liable for damages caused thereby. This is the case even though the
person does not ‘own’ the pit since it is in a public place. The halacha vests virtual ownership in the negligent person for
the purpose of liability for damages.
* R. Shimon Shkop® learns that this could be a source of ownership of an idea as intellectual property even though there is no classical
physical kinyan.

4. https://www.youtube.com/static?template=terms
5. Chidushei Rabbi Shimon Yehuda Hakohen, Bava Kama 1
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D3] TORAH AS JEWISH ‘INTELLECTUAL PROPERTY"?

DN2 NOY YN N - AYPH AYH NTTIY DA (15 o0 INIY NN PN NN POIWY M) PNY 227 DNy 22,
N2PP0AT NONNHDN NIYID T - NONND' IINT JND .10 DR NP D300 - NN’ 9INT IND NN YAV 31) DAV

.03 PITMD
The Torah describes itself as an inheritance for the Jewish people. Chazal learn from this a non-Jew who learns Torah is
guilty of theft!

* R. Chaim Sofers learns this as a potential halachic source for theft of intellectual property.
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The Maharam Schick rejects this proof which (a) seems more like aggadata; and (b) is against the accepted psak, which
is that an item (such as a sound or view) which is not tangible, cannot be the subject of gezel.

D4] HALACHA MUST PROHIBIT COPYRIGHT AS THEFT IF NON-JEWISH LAW ALSO DOES
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The Shoel Umaishiv - Rav Yosef Nathanson of Lemberg (19C) - was approached by a publisher would had compiled a
new edition of the Shulchan Aruch, with previously unavailable commentaries. Someone else bought the book, copied it
and published it in larger volumes which he claimed did not impact on sales by the first publisher.

R. Nathanson ruled that there is an independent halachic prohibition of gezel in breach of copyright, even when
protecting intangibles, notwithstanding the absence of a formal kinyan. This is partially based on the halachic principle
brought by Chazal that it cannot be something could be prohibited for non-Jews yet acceptable in halacha for Jews. If
the non-Jewish world had reached a level of sensitivity that it protects the rights of copyright holders, halacha must do
the same. Thus, according to the Shoel Umaishiv, breach of copyright is theft, with all the consequential halachot.
Although this is the position of many poskim’, others did not and do not follow this view.

According to this ‘strict approach’, the following halachic positions? will apply:-

* The person who created the idea retains ‘ba’alut’ (ownership) over the idea. It would be halachic theft on a Torah idea to use or
borrow it without permission.

* This ownership applies for an indefinite time.

* It makes no difference whether one would have bought the item or not.

* It makes no difference whether one is causing actual financial loss to the creator of the file.

* It makes no difference whether the owner of the item is Jewish or not.

* Using illegally downloaded music would be prohibited, even if someone else had downloaded it and shared it.

6. Shu’t Machane Chaim C.M. 2:49. R. Chaim Sofer was one of the main talmidim of the Chatam Sofer (although no relation) in 19C Pressburg and became the Chief Rabbi of
Munkacs.

7. Rabbi Nachum Weisfish, in his book Copyright in Jewish Law, calls this stricter position of the Shoel Umaishiv “The Majority Position”, although it is not clear what grouping of
poskim this is based on. This was the position of R. Elyashiv. He contrasts this with a more lenient positions (which he calls the “Minority Position”) which is followed by poskim such
as R. Shlomo Zalman Auerbach and which does not recognize an independent halachic concept of copyright, but bases the relevant psak on other halachic principles.

8. See also Downloading Music from “Sharing” Websites by R. Aryeh Leibowitz, available at
https://www.yutorah.org/lectures/lecture.cfm/852578/rabbi-aryeh-lebowitz/ downloading-music-from-sharing-websites/
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There is a halachic prohibition in dealing in or using stolen property. As such, once one knows that the file concerned
has been illegally downloaded, if one considers this to be halachic theft, it will be prohibited to use it.
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This would apply even if one was not sure if the file was illegally downloaded.
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Nevertheless, many poskim disagreed strongly with the Shoel Umaishiv, and ruled that the halachic guidelines for use of
intellectual property must lay in concepts other than gezel. Here, the Beit Yitzchak - R. Yitzchak Shmelkes (late 19C
Poland) - brings many of the themes that we will see iy’H in Part 2. For him, the main issue is whether the person
copying the material is causing financial damage to the original creator. Furthermore the overriding factor in practice
will be ‘dina demalchuta dina’ - the law of the land. If this prohibits the copying, there will also be a halachic issue.
Also relevant will be the imperative to disseminate Torah freely and widely wherever possible.

D5] VICTIMLESS' THEFT?
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Chazal stress that some acts are considered gezel, even where there is not obvious cost to the owner.
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Rabbi Yochanan told a story of a small child who caught him out. Although he was cutting across a field on a
well-trodden path, the child pointed out that it was a private field, and trespassers like him had made the path!

* In Parts 2 and 3 we will iy’H look at the issue of Virtual Private Networks (VPNs), examine other possible sources for a halachic

concept of copyright, look in depth at the issue of dina demalchuta dina, and also address the obligation of yashar vetov - to
(sometimes) go beyond the strict letter of the law.
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